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Al 7|5 ok ET0] 3 EHX| U ThS AlAH

v Al 7|8 obd ElHo|3 X % CHE MH|A HIE 2Tt K3s microservice T4

v (A AH®) OS: Ubuntu 22.04.5 LTS(kernel: 6.8.0-65-generic), Memory: 128Gi, SSD: 480GB * 2, GPU: 24GB (22 H: RTX A5000), & A|A & (Tesla A100 40GB)

i [F2 ESHE HAEEE (Cluster)]
Service
HA K3s Cluster
« ZAYSE Kubemetes(K3s) 7|4t 117}2 4 (High Availability) S2{AE] 2%
- DIAE| =5 HOJOE AH|A K|, DI0| A2 MH|AS OHEH O 2 HjZ/2% 7Hs

AL Models

imags video

( K madel model DBs
CehPAh A =2 ol H Al | = PS] XFA S
( f— o A AERX|(EE, ofY, REHE) H|F, H|o|E FAdat 23 2R
. l Image | Image {DFD data) « K3s LHO'"A'I AI‘%E'E %‘J—‘? %-E—(Persistent Volume)% ?_"78”5125 II%J
f preprocessing © Analysis
— _ e } Traefik
| _ e l ! o o QA HEED AT £, MU|2 2IRR/ZEWHA XS
S pockssng T Anayss 1 o SE{AE QEOAM LHE MH[A0 HEE = A=F =HQl/SSL QIS A XI5 #E|
s ot —T —
" MongoDB
Mius - HI’Ed4E o|o|E| 9! HIEFH|O]E| %2 NoSQL HIO|E{H|0| A(EAH| 5 HITHE 8E)
RN = | (etedat) o B, A%, AL8XL HIO[E S MEAH ME/=3] 7t
APT I
Face Face
‘ [ e | Search = MinlO
suts L ! - L QEEIE ﬁEEIxI
“ - [ + O|O|X|, S Q4 CHEE H|0|E mtYUS QFHSIHA X% Sl 2|3 EF 0[0|X| MZH)
Milvus
‘ 4 . J + HIE H|o|E{H|0| AR Al/HAR{'d 7|8 ZM(Embedding 7|4t Z M) X| |
— o HE QM EM AHIY, FH AAR S HIE FALE HM s 2X%}
S B RabbitMQ
i ' “"L R o HAIX] 7 AJAE], MH|A ZHH[S 7] HIAE A2
o =M 2HFE0A eFEE{Ql o[HIE MA 1} 0fo|3 2 MH|A 7t H|O|E| S & H|of
Harbor
- . I Hl A (=3
[Al 7|8F 2t ElE|o|3 EHX| 2 TS A|AH K] z=gfo|H! ZEf|o| o|O|X| E|X|AEE| 2

« ot 3 5ok Z3HE Docker 0|0 X| XE A XHA| 149, M ETIE| o] =/ |43}
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v Elgy 7|4t 22 HZE B (Facenet 512) E83}0] 0|0|X|/FGA0|AM L2 ZHX|(Detection) —» B LIE{Z Cf
— HEZOoR HE 5 DB ME - MY 7|8 BLEHT &4 d=2 27 S5

Face: Extract Only

Face Image

20250825_154412 png

{

"embedding™: [
1.7981174,
-8.1856561,
-8.7882761,
8.69491684,
9.20842712,
-@.89775504,
-1.2793331,
1.7525249,
9.814722697,
-@.8937385,
8.12754518.

Y@ nQ £ £
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v XceptionNet 2H 7|42 2 Crop E C|O[E{ME st&Tt A MY

v ZHEX|

XceptionNet vs. EfficientNet_bO

oo

LS ==

O|O|X|2 AH E|AE Z}: F1-Score, Accuracy 91.8% 0|4 &/

1. Dataset : Aihub, HuggingFace, Zenodo 204,298%

Model
XceptionNet

Accuracy
0.9851

EfficientNet_bO = 0.3936

Precision

0.9862

0.4418

Recall

0.9827

0.4762

F1 Score

0.9844

0.3407

2. Dataset : EfficientNet_bO G|O|E{Al 45 796%t

XceptionNet vs. ResNet50, ConvNeXt-T, Swin-T

Model Accuracy Precision Recall F1 Score
XceptionNet 0.9416 0.8708 0.9322 0.9004
ResNet50 0.2816 0.2807 0.9845 0.4369
ConvNeXt-T 0.3077 0.2871 0.9745 0.4435
Swin-T 0.2646 0.2545 0.8284 0.3894

Model Accuracy Precision Recall F1 Score

XceptionNet 0.9388 0.9393 0.9387 0.9387

EfficientNet_bO 0.6982 0.7204 0.6981 0.6903

XceptionNet threshold Test

Threshold Accuracy Precision Recall F1 Score
0.6 0.9815 0.9809 0.9808 0.9809
0.7 0.9813 0.9802 0.9812 0.9807
0.9 0.9777 0.9754 0.9792 0.9771

* 350000 H

H H

T 300000 a 20000

= 250000 H

" =z 15000

= § 200000 3

= 150000 = 10000

H -

. 100000 -

- : 5000

T 50000 .

H olt il . o ‘

H o1 o2 03
[

Fake Probability Distributions by Model

Xception H ConvNeXt-T

Xception Fake Probability Distribution

ConvNeXt-T Fake Probability Distribution

400000 .
= 25000

0o 02 04 [Y] 08 10 04 05

Swin-T

H
ernnasssnnassas JUE A TP s wwnnnnnnnnns - ake Class Probabiity
ResNet50

ResNetS0 Fake Probability Distribution

06 o7

Swin-T Fake Probability Distribution

08

XceptionNet 7I5X| M5 H7}

+ XceptionNet_weight.pth(Crop Dataset, Kg_dataset Zx{ X)
» Xnet_crop2.pth(Fake H|g = 0.752 %Z&, mean&std X)
* Xnet_cropl.pth(Fake H|& = 0.52 %%, mean&std = [0.5]*3)

Weight Accuracy Precision Recall F1 Score
XceptionNet.we , 440 0.4586 0.4612 0.4572
igh t.pth

Xnet_cropl.pth = 0.9127 0.9145 0.9079 0.9105
Xnet_crop2.pth  0.9201 0.9225 0.9152 0.9181

35000

20000

25000
» 20000
E 15000
10000
5000
o

o3 04

os
Fake Class Probability

040 045 030 055 060 065 070 07
Fake Class Probability

[Fake &8 2T s|AE T2

08

10 Model Comparison (xnet_test style)
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Face: Extract & Search (57])

Face Image

Extract & Search

“extract_result”: {

"embedding”: [
1.2897316,
-2.0761304,
©.015118055,
0.7270059,
0.17428097,
-0.05898378,
-0.7583986,
1.179091,
0.4171979,
-1.4022986,
0.93624735,
©.0073349806,
1.2330154,
0.010617018,
0.8252473,
-1.6279417,
-0.38926277,
-0.014874096,
-0.2939516,
-0.49751753,
-2.162239,
1.2689171,
0.32472557,
-1.3105637,
-1.8077233,
0.641672,
-1.0275556,

- M EEH)

AH
dE 2 H(Facenet 512) &-&3}0] 0|0|X|/B LM E= ZX|(Detection) - ZL|E{T L& H=2
gt 3 DB X{ & (Vector Indexing) —» BL|E{A C4& A=

® 27 3
+ &> yprc > O2EE v [3 P
v A= =~ m @
B30 HA
§ nesc

B S
SPz

29
e 0S5 (C)
= SSD 1TB (D)
- MEEE
= BACKUP.VM (G

- HEEH)

2024 ZH
2024 497 2
Boat3 red wristt
DATASET
extracr

kAt

KALVE

lupe-go

mcafee uninstal
mrafoo Mg Y 0001030925_001_20241006112212627.jpg

=

F& (Embedding)

< DLEE i 2= £ - site_url

"classification™:

"created_at": 1741252129211,

"download_url": "https://instagram.fblr2-2.fna.fbcdn.net/v/t51.29350-15/448377897_1217378976301823_1319693642
jpg_e35_plesdexlese _ttéd nc_ht=instagram.fblr2-2.fna.fbcdn.netd nc_cat=111& nc_ohc=za-
FdTpevh8Q7kNvgEGUlPWE nc_gid=afas9dabe2884b9cbafe34753bc701T38edm=APs17CUBAAAARCCch=7 -5&oh=08_AYALlrdL5v1qlKHRuXESY o300
hLyUlsxS5tAkoe=675730E6&_nc_sid=18d13b",

"face confidence™: @,

"is_nsfw": false,

: "b7acfldb83971ca48d5bebl5485330e4d@54f fase78e2T3aa85cdc3eaabfcbl13™,

I"siteiur‘l": "https://www.instagram.com/p/C8RxV_mvCco/" I

"classification™:
"created_at": 1?4—1252195??9,‘-‘
"download_url™: “https: f}sconﬁ‘ent— phx1-1.cdninstagram
jpg_e35_plesex188e& nc_ht=s tnntent—phxl:
1.cdninstagram. cum&_nc_cat=199&_nc_uhc=UJ;'wTHr12kjth? kNvgGiHzx
580h=088_AYBbcul_-okiAiwehQCT@ICYU_LOBSArrk)abz_tz4mItQ&oe=675
"face_confidence™: @, K

Hof 220 E SOOI BE @

4 @& ® 0

Q




B 0|3 MEHIO|E A7 BF (C2PA)

v C2PA: CIX|E 2RIXo| £X YU HZA 0|3 £, Hx UX| U Zd 2%, HH0|2-52WYE S S 2lE BES =Y/
v C2PA EXst= T8 Al 7|48t o|0|X| EEE M/d7|: OpenAl(DALL-E, Sora), Adobe Firefly, Bria, Runway, Bing Image Creator S

GPT-40 AMSE Al 2RO LS 0|12 CN=eng-leadership@runwayml.com Runway Al &% 2|CY AIFCE MBE|ASS 20|
OpenAl API OpenAl2| 22I2E API O=RUNWAY Al Runway Al 2l 0|2 M4
Sora MMSHH|IC| Al Z20j it 0|2 DE-7124526 Runway Al2| S2 AlHX} EE= AIRIXI S2E HS
ChatGPT OpenAl2| CHstd Al Y QIE{H[0| A c2pa-rs C2PA HEIE|O|HE MY, MH S st EO| £X
org.cai.c2pa_rs C2PA HEIH|O|HE MY, MY S2 st £ =X trainedAlgorithmicMedia Al 20| = MMZCH= 24 2|0
trainedAlgorithmicMedia Al 20| 217 MMalCH= 24 90|
Adobe Firefly Bing Image Creator
Adobe Firefly Mt Al ZEof| CHst 0|2 Microsoft_Responsible_Al Microsoft Responsible Al 7t0| =210 2t A M
com.adobe. firefly.version Adobe Firefly9_| HHof CHet Key Microsoft Responsible Al Image Provenance Microsoft Al 4 H&
com.adobe.firefly.operation Adobe FireflyZ} =25t Ztfol| Ci$t Key Microsoft Corporation Microsoft MZX A=
o HEAIAL 91 ; ol= 0|0 AIIE|= MM E
Adobe Inc MEHES 2l 72 Image Creator from Designer Elig e Sy L’EEI Ixlof F7tsl= 28 &
i P i P dlo] XX AHAMSHC = 7{ o o
trainedAlgorithmicMedia Al 20| HE Ggrh= A 20| trainedAlgorithmicMedia Al 20| XH MACH= 2 2|0
S,
Bria Al 0|0|X|= Bria Al 2%&:% 2 Titan Image Generator G1 Amazon2| 4N 29 Titan2| AHM B 2|0
. Bria AI7t C2PA E=2 7|40 =2 Amazon?| Al AMH|A E2HE AWS Bedrock2E 0|
Bria_Ai c2pa-rs 0| E] H"ég A Amazon_Bedrock c2pa-rs 0j%| AlA
XML:com.adobe.xmp Adobe XMP &HAlI0| HIEHH|O|E] AL Amazon Bedrock AWSOl|IA X|Sote MAS Al MH|A S8 ESHE
Generated by Bria 0|0|X|7} Bria S21Z0]| 2|5l MM Amazon Web Services AmazonO| H|Z35H= S2tRE HEE! M| A

trainedAlgorithmicMedia Al 20| 2 Yeck= A 20| trainedAlgorithmicMedia Al 20| = MM%ict= 2 2| 14



EH 0|3 MEIL|O]E| A7H 2-F(0|2] META DATA)

v C2PA7} EX3HX| 2= o|n|X| TS M|

LS =

v Midjourney, Automatic 1111, HunYuan, Kling S £ Tj &3}l o|0|X| &4 E

Midjourney

--ar
--v

Job ID

Creation Time, Author,
Description, XML:com.adobe.xmp

trainedAlgorithmicMedia

HunYuan
Tencent
ContentProducer

Propagator

Midjourney 2zi0]

A

Midjourney Mg M

Midjourney 11 &4l

Midjourneyol|A| A=l
o[O|X|ol| £3| LtEH = HIEFH|O]E]

C2PA HEtH[O|EE &Y, ME SE

S A CED

ilst 20| ZHH =Y
ilst 220 7|1¥H =i

A7} BHE ZEIX 0|0

s 2EIX HiILo]| Cish 20| =
A7} HHEZ SRS of0]

= MIEtE|O[E] A8 5L §X|

Automatic 1111

parameters HEEo| Al MM7|0|M AHR
Sampler Sampler ¥112|F ZF0f| izt M

CFG scale CHE 22| WebUIOA AL

Model hash Lol SHA256 SHA|Z

Automatic 11110f|A AL
LORA B E9| jA|ZtC2

Lora hashes Automatic 111101 A At2

metadata0 Kling0llA sliiEt HEIOE Keys7t MM
metadatatl KlingOflA silE HEIOZ KeysIt MM
kling-ai Al 22Hoj| cHgt HAlo| Zxi

security.kling.meta_encrypt Metadata Encryption

Kling®ilM protobufE 0|23,

15



BHHO|3 HEHO|E A7H REFE

ok
%
Mo
[0
o 0=
1
o
>
>
e
T
=
Q
=3
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S
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1]
Hl
=)
1]
ot
0x
Mo
2
S i
i
rfn

v gmjo|3 44 Application B §7% H|EIC|0|E{E mjE2t5te] Emo|a &g

v I & 0fX] Z3}: application, category, encoding, subcategory, Al G{ & 3! =

DH Il ILH = < ©mo|3 MEf|o]E AZH ZAa}: ojX| mjH
{'application': ['OpenAI'],
'category’: ['AI'], ‘category’: O|C|0] ZI2|d (Al, Real) E7|
I a I = I I I I
| EI‘IEﬂdiﬂg : [ SES: .FHP 1, ‘encoding’: HIEFHIO|E] Q1! (c2pa, exif 5) TE H7|
supcateqor : ora
T gory ‘subcategory’: & Li2| 5t E©F (GPT-40 S) #7|
AI 5 : True
AI 2t =: 1.8 Al 0{8: True/False
=] =8 zkxio| 32 7} =
W /E 2 OpenAl/Sora Al 28: 0.98742 (=l 28 2t M)
H/2H: application/subcategory

‘application’: AL23t ¢ / MH|A (ChatGPT, ComfyUl 5) E7|

16



HIo|3 gd= Al BXl 2F

v XceptionNet ZHE 0| 8% EHE 0|3 T/ dE St&/EX]
v 34 o|0|X| - R2 Score, HH0|3 B/dE — =2 Score (Ex. ‘score’: '98.7648’)

[

XceptionNet 2 S 0|8¢t EHH|0|3 4= sta/EX|

H& o|0|x] BHX| Al %2 Score

Image Scan (Callback)

Image File

crop_ 1756112030194 png

'lliiiiiii%iilll

TID: 37ec2f9f630b4cba95b565ef59fe11a8
it B2 @R 7|/ 2SO e} e & 92,

{

"elapsed_time™: "1.4962369269924238",

"score": "11.8211",

"sha256™:
"Be4pB992c375583%eclefdIblc788e68a73c3e26969d261496d0
1645a19dede? ",

"status_code™: 200",

"tid": "37ec2f9f630b4cbad5b565ef59fellad”

17



‘4= HEI0I2 dE 28

() U3xs M

v/ Elg{yd diAlo] olEjOl3 EX| & M%H: DWNet(Dual-Domain Watermark Network)
gMd/Fols 0|5 EHQ EHS ARSI fIED3L| oMt F7|/94 HtE HlFE A 22|, ¥2 WY ZEHME M2 E HOt'd
— H|7IAd {IEDF3 AHo| 7} 2 atH

v & 97lle] RS Sl H|7IAYY YE{OIA ©X|E EIAE: LSB, DCT, DWT, SVD Alo| H|7}A| Y{E{OL3 o|0|X| 1002t M’ & &t&0f 0|8
EfficientNet_bO 0.5120 0.5098 0.5990 0.5508
ResNet18 0.5012 0.5006 0.7459 0.5991
ResNet50 0.5007 0.5016 0.2161 0.3020
ConvNeXtV2-Base 0.6666 0.6666 1.0000 0.8000
ConvNeXtV2-Tiny 0.5605 0.6630 0.6928 0.6776
............................ DWNet ....................................... 06401 ....................... 066380932107754 ........... » o M
............ S|amese_Network(|_SB)10000100001000010000
Siamese_Network (DctDwtSVD) 1.0000 1.0000 1.0000 1.0000
Siamese_Network (All) 1.0000 1.0000 1.0000 1.0000
% H|7HAL4 $IE{OFS (Invisible Watermark) A4 44 * Siamese Network
L08R e el 5 e Ol 2 S e S S, 55 oA ety S Bl LIS s, el = S o|o|X| UMY gto| Ha|/RALEE HHHE MHZ 0|0|X|E 2l AL HEl/FALES] Ao|7} EXfEIX| et

HITLS BiX Al
M= = 94 BE 70| 1.00] LIRX|2 X HAEL 0.5 £=40) £|X| %

10

&
0z
[0
o
o
N
H-|
0%

DCT: Discrete Cosine Transform, O|0|X|& 0]2] Fit= Y222 2olidt= 7|&E, JPEG YH2| ¥

DWT: Discrete Wavelet Transform, O|0|X|§ X FItet 1Nt RO R dHEXNoR gofjsto] ASHQ LX 2 B3sH: 7|&

SVD: Singular Value Decomposition(50|Zt 28ll), dZS Al 7§o| CHE WHO| 5202 Zdliste 7|5,
O|OIX|E WEZE ZtFUS W, thZh W& L S0|gtel HF-E(O0I0fX|of &%, =0|= 7t Hatf?| S HHOo| A0 = 50|gt2 CHE
RS0 v SUHS 2 Batrt X F)S 0|85t0] s S0[Ztof fIHOIR YEE HYshs YA

18



v 3E" AT 7
Outside External Collector & Inside K3s (HA K3s on Ceph)

Outside ; Inside Kubernetes
(External Collector) : (HA K3s on Ceph)
|
| »|  Traefik
POST { (TLS, Auth)
/ingest/images: b l
I - ~
| “\ .
External . ingest-api J—» RabbitMQ
Collector | = . J
! A P v g
POST ! _
/ingest/takedown face- p|peI|ne Milvus

|
|
|
|
1
I Mongo |V|I|VUS Harbor
: (Optional)
|

Ceph PV

S22 of7|EH

Traefik : 2|5 HEZEQIE TLS/2}2E/2SB.

ingest-api : 0|0/ X| M|E} =4 7 =

RabbitMQ : H| S 7| % F(YZ2| M/ A ).

face-pipeline : @=2&X| -> EE -> AHIY -> FEHAH -> HE.
MongoDB : H|E}H|O|E|, & Ef, ZAL 21, 45| E[Z.

Milvus : HE]| QI A /Z{ M

MinlO : A4 Y MF.

K3s(HA)/Ceph/Harbor: B %, B%, =&, 0|0|X| HX|2EZ|
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HLEY

v Y O3, Ho|AF, X(ESIH), ¥ £ § Crddt
v EEd 7= A E‘*'° 283t0] o|o|x|/B

AT

MH

= < ASKURL Console

rY
bt cjaE v classification="adult" || classification="illegal"
et
A
MERHE HE
No. ] T
Q AM oY v
URL 1 2024-07-12 19:46:03
S\‘.][«-.
2 2024-07-12 2000259
etAPK
= A Hit e 3 2024-07-12 20:32:59
URL
4 2024-07-12 20033:14
S5M5
GEtAPK 5 2024-07-13 1211596

X2 of| A 0I'JIJKI s =
doM €= I

A X
Td

H= gl x
a8

: (olAl) AskURLO||A] =EI5H

URL 1l
® hitps://filemong.com/
@ https://absolutewire.com/vital-information-regar---
® hitps://cheapbookmarking.com/storyl17375059/--
® https://

mlbar.com/user/heightgroup2

@ hitnsi//honkmarkrange.com/store18RRAGTO/GFC- -

HHE - oY E=2 17

E x=
=Jg T=

adult, illegal AIO|E

Hs 1l
LES - He

IS p2pAIOIE &9l 19] FH LHRREA|E

Vital Information Regarding Massage Therapy - Absolute-

HEHOEARX]

#E| gt

o=

H3k ol pg M&

al
x
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ofd "Holoj3 gd= 43 2E /W

Predicted

Confusion Matrix Normalized

| anus
h

make_love

nipple

penis
'

vagina

background

T i i i i
anus make_love nipple penis vagina

2 NSFWZ= 2> El MA| 22| (0f: nipple, penis S
Al 23 o|O|X| & A7HSI| NSFW S2f A0 8l Hst=

€ bounding boxZ
M7t Z X =[H of

-03

=02

-0.0

e

o

Hat

Vs

Ojx|0N ST K|S W2 HX|SGES oy

ES 51 NSFW {5 ZAH

=

e

nipple O. 44

.. ni ple U4/2
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AL El/GAAOIE SO|M A E=S HMs0] EHE0]3 ofF EHE
Q& MH|20M HS-EEY + AT BE UHH 0|2 NI

1. fimages/scan?{query}
« Method: POST
o Purpose: O|0|X|(Y2) AME RMSICH

« CallBack Response

» Request:
- Content-Type: 1 - A2l TR
« Content-Tuna: annlicatinnliznn
= query paramete il = Content-Type: application/json
.
20 - tid: ALY '« body
BLEYS 93 Sl TR
SEE A 3 (BS) B4 OIo|x|e| SHA2S6 #HA| (64 WOl A=),
%g o=2 *I -l'ngtl’. = body £ S ooy sthi A B CiPTe e 21 (512 2i0] (oot M)
{ . face_confidence”: (B4) @@ AlS/S (0.0000 ~ 1.8008)
E SES oleh ot 52 = #IO| AZFELICH 2 “inage 8
& - Status ¢ curl
o curl « 200: 7 =z
= 1 curl -X POST = 400:1 2
2 -H “Conten . 404 3
-F "image= 1
= B00: §
& Facenet5120A F88 €I ojx s e,
7HHE 7 SHA2S6 8
» Response 8 ce_cqgide i gz LSS (0.0000 ~ 1.0200)" @
9}
- 4EXoR X 2./ an?
. P plise
- Content-Type
10% &= - . T 42 s JE )
"t = @equest: . Content-Type: application/json
3}
« Content-Ty - ¢
« Status code: = query para 2
oIl ofzfl 2k=tofl Eojsl= i I-IE'E I-I ﬁ-qz :
$15il ofzH otztoll SelsiEML DLIEE SEANFIEd = Jempoe e :
o2t M e Bt AR + Content-Typt - ebourk 2
o= . . . body
o 1 { 4
tid* 14
erro! 2 i 10
v o Els 4 } 3} 11
g--ltl'z ” I.JI HEAMT) £ A 018 S2(EF) i
400: 27 o curl 13
14
x| gl 0|2 Eoj(HA . 500: 22 .1 Cui] ;1 e
HL0|8 Sel(EP) : : o =
) 17
« Response "
- gBHoz =
1
3}
- 200: OK
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Accuracy(=HZT)

HLUr)

Precision(

Recall(X &1 )

Fl-score

90%

90%

90%

B
A6

Accuracy = (B X| 2 4 9! B
0|3 2HX F SHIEA|

H|E)

Precision = (& H| EL0|3 2 &
BlX = XN SH 0|3

=
-

Recall = (4| E o] &I

S ©XIE HE)

I)F

CHE R EEEES
£ 45 B}

SEAEdSE

(KOTCA)

‘45 Ald 2t

93.13%

94.58%

92.74%

93.65%

= o
US| (KOTCA)OA AH|E HAB(SHaAIEAUSH AIEAY)
X U S AAH AHE2 571 2E AE S50M S85(90%)E =1t 24

H =1
|_|' = [=] x
SIZA|EOZS AZSS E| 1M s.1 colg (=3
ob= A ISR 452 8l 185 - 04222 =o=
Al O E =
o /11— o o
B w.gdb. ! a BwBSKO! 1 G4B(ww JEIHMLITE : 3wWB5KOC
wIFY
HEAMEE : KST-25-264 KOTCA:
AlddgA
4. AgATe] g2 WA
ARAYAFES
HRAAE © KST-25-254
i e B HEAT wE WAL g5 Rk

E PETES Auzs | wie |wwas
R
o ST ¢ e
° FAIAESHA GEAT GUL 20, 100 HRAEELETLAEANEE) 1 dillo]2 #5 A¥=(Accuracy) | o 93.13% | 90% ol4 Pas:
2 ARt ES/E/NE 4
© ATy ALY oy Yuols @A W i ALY ANE v10

. s

3. N®7RE: 20254 119 119 ~ 20254 119 139 2 afe| 3 %5 AU (Precision) | ¢t 94.58% | 90% <14 | Pas:
4NRRA O 2ANRY B anaY
(F4&: HE5EA 95LT P42 220, 13065(Y 5 LE7HKKC x| HEH))
5. Aleahd : slaiat AAslE 3 Aol #5 AdERecall) | o 92.74% | 90% |4 | Pas:
6 MBS : ABYAA 3 ABYHE ABPY W 49U BE
0§14 KOLAS R Tl ook, A AR A Sp—

4 dallel3 #& Fl-score o} 93.65% | 90% <4 Pass
IR =

5 NSFW a8 o} 93.05% | 90% °l4 Pass

20259 119 209
a3 PAEUE Fuh
worm 1y

HolR| (/821
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v ES|ES 28 AFEX} 2 7|4 EHijo]3 2L ER 9 EFX| HitH S ZFX|(METHOD AND APPARATUS FOR USER FACE-BASED DEEPFAKE
MONITORING AND DETECTION)

Ao

AEAE= 7|8 BH o3 RLEHY X EX 7|E
METHOD AND APPARATUS FOR USER FACE-BASED DEEPFAKE MONITORING

AND DETECTION
2025-11-14
(M A2
(PLEY SaERAM
[CTEE soias
@=el
(23] EMBM U
x9l0l. @=g|aH _ ~
N 0 E'L‘I 0| . (_l_ I (=5 n2Aps] 1-2017-024535-8
B4 SEssxmAgr 1A . 55 5 & AU =ol0 - facie
= E2Y:20253 118 14 w1 -
. KIS A, 15 [maee ] 9-2023-100041-2
°:rl & T:163 [(uEsse Al ZojE, 01ES, AEE

[ERFAS|YUS] 20230693275

ey 2] AMET Z2 1P EH0IT PUEY R B 2E % B
2o Y2YH] METHOD AND APPARATUS FOR USER FACE-BASED DEEPFAKE
MON I TORING AND DETECTION
(2]
821 R
[48e FLBI] Wonhyuk Chai
[2=] KR
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03 | m= AN (1/7)

H O
NERT

Jot
>
o
N

Model Performance Comparison (Line Chart + Table)
| —®— Accuracy
Precision
—e— Recall

| —e— F1 Score

g(geptionNet_vl

XceptionNet_v2 XceptionNet_v3

Model Accuracy Precision Recall F1 Score
XceptionNet_v1 0.4801 0.4586 0.4612 0.4572
XceptionNet_v2 0.9127 0.9145 0.9079 0.9105
XceptionNet_v3 0.9201 0.9225 0.9152 0.9181
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FBHEl Z{ S ALEI MEH
v AM Ao| download_url @3 E Soll fAISH Y20| EXfst= ATIE WE + AS. (4 EM = ATI'H Deepfake O{ &, ¥I2 21t A2 FAIE
SO| AM Zatof ZHE|0] UF)

“classification"”: "telegram”,
“created_at": 1757680383936,
“download_url": “https://search.askfake.com/api/v1/faces/media/eaddleb736fe}
"face_confidence": 0.87,

"is_nsfu": false,

ASKFAKErDe_gpifakg Scan Servicg (Development SERVER)

gaze “phash” i
"score”: 49.9082,
p "sha256": "eaddleb736fe8e21a2de417648556CTb795c20552c06d837a8e14f4c16624|

"similarity": ©.85787445,

“telegram.org”,

"site_domain

Video Scan (Callback) Image Scan (Callback) gelteiipes i 3
"site_url": "https://t.me/+70HSOHKkheImimV1"
Video File Image File b
(me et [me et | el mo 218 ¢
- “classification": "telegram”,
“created_at": 1757602261700,
"download_url": "https://search.askfake.com/api/v1/faces/media/eaddleb73
“face_confidence": 0.87,
"is_nsfu": false,
G2l "phash": "",
) o "score”: 72.2616,
=== 4 "sha256": "eaddleb736fe8e21a2de417648a56cFb795c2055ec06d837a8e14f4c16624c8a
v NEH @~ m € "similarity": ©.85787445,
A "site_domain”: "telegram.org”,
Face: = * A7 "site_ip": "7,
ace: Extract & Search (S7]) . E S
g ze site_url": "https://t.me/+@KMgdLQbgQpiNzgl
Face Image § ezc 1
P B £4 {
< = “classification": "telegram”,
= BACKUPVM (G “created_at": 1757602261700,
! diter . “download_url": "https://search.askfake.com/api/v1/faces/media/eaddleb736fe]
Kling_Encryptior 3403 20250907124717815.jpg "face_confidence": 0.87,
' s7te8 e 1 “is_nsfu": false,
@ OneDrive ﬂ “phash’ s
i Jo et P "score": 72.2616,
. "sha256": "eaddleb736fe8e21a2de417648a56cb795c2055ec06d837a8e14f4c16624c8a

"similarity": ©.8544887,
“site_domain": “telegram.org",
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03 | H= A (3/7)

HHO|3 gd= BX X 2 ET - HHO|3 HEHO|E A7 BF

=

v o|O|X|oj cHet HIEtGO|E x| Zat
Z4

v S 40i it HEC|olE] &R

1]

[2025-09-12 13:23: > WARNING/MainProcess] {'values': {'$re’: 'trainedAlgorithmicMedia’}} [2025-69-12 13:33: 2 --matched patterns-
[2025-09-12 WARNING/MainProcess] ] [2025-09-12
[2025-69-12 13:23: WARNING/MainProcess] , 2 Mid1.png ¢ [2025-09-12 *AL Gemini_Veo *
[2025-09-12 13:23: ARG/ MainProcess] “$or" [2025-69-12 13:33: : WARNING/ForkPoolWorker-1] :
Gt wmm;pﬁi] : [2625-69-12 13:33: : WARNING/ForkPoolWorker-1] {’$and’: [{'values’: 'Google'}]}
[2025-09-12 WARNING/MainProcess] [ ¢ [2025-09-12 13:33: : WARNING/ForkPoolvorker-1] ,
[2025-09-12 WARNING/MainProcess] {'values': ‘Creation Time'}
[2025-09-12 13:23: WARNING/MainProcess] , [2025-09-12 13:33: : WARNING/ForkPoolWorker-1] *__ FYTP® oo =
; o [2025-09-12 WARNING/ForkPoolWorker-1] : =

[2025-09-12 13:23: : WARNING/MainProcess] {'values': ‘Author’'} 7 X [2025-09-12 WARNING/ForkPoolWorker-1] {
[2025-09-12 13:23: WARNING/MainProcess] , [2025-09-12 13:33: : WARNING/ForkPoolWorker-1] ‘$or*

: ] _ 2025-09-12 13:33: : WARNING/ForkPoolWorker-1] : Yy y Y
[2025-09-12 : WARNING/MainProcess] {‘values': ‘Description’} = {2025709712 B 5 mkmm;kaPoolwork 1} [ 4B N (W‘ 1y
[205709:12.13:23; MSSURE Malnbrocess] 5 : [2025-09-12 13:33: : WARNING/ForkPoolvorker-1] {'values': \
[2625-09-12 13:23: WARNING/MainProcess] {"values': ‘XML:com.adobe.xmp’} " | [2025-09-12 13:33: : WARNING/ForkPoolvorker-1] ,
[2025-09-12 13:23: : WARNING/MainProcess] ] A i 2
[2025-09-12 13:23: WARNING/MainProcess] } [2025-09-12 13:33: : WARNING/ForkPoolWorker-1] {'values': {'$re’: ‘iso2'}}
[2025-09-12 13:23: WARNING/MainProcess] , J i g / [2025-09-12 13:33: : WARNING/ForkPoolWorker-1] ,

[0

[2025-69-12 13:23: < WARNING/MainProcess] ‘AL__* - A [2025-09-12 13:33: : WARNING/ForkPoolWorker-1] {'values': {"$re’: 'mp41'}}
{g;:ﬁ - $§m§$iﬁ'§$§§§§§} : r g [2025-09-12 13:33: : WARNING/ForkPoolWorker-1] ,
-09- 123: {
[2025-09-12 13:23: : WARNING/MainProcess] ‘$or* .33: : 5 ko B . ‘mpa2*
[2025-09-12 13:23: WARNING/MainProcess] : [2025-09-12 13:33: : WARNING/ForkPoolWorker-1] {values': : 'mpa2'}}
[2025-09-12 WARNING/MainProcess] [ > [2025-69-12 13:33: : WARNING/ForkPoolworker-1] ,
[2025-09-12 WARNING/MainProcess] {'values': {'$re': ‘compositeSynthetic'}} f
[2025-09-12 13:23: WARNING/MainProcess] , g ) [2625-09-12 13:33: : WARNING/ForkPoolWorker-1] {'values': {'$re': ‘avci'}}
[2025-09-12 13:33: : WARNING/ForkPoolWorker-1] ,
[2025-09-12 13:23: WARNING/MainProcess] {‘values': {$re’: 'compositewithTrainedAlgorithmichedia’} v
[2025-09-12 13:23: : WARNING/MainProcess] , ' [2625-09-12 13:33: : WARNING/ForkPoolWorker-1] {'values® *dash'}}
[2025-69-12 13:23: WARNING/MainProcess] {'values': {'$re': 'compositeWithSyntheticMedia'}} [ SR L M FORk BB
2025-09-12 13:23: = WARNING/MainPre 5 . . " &
L process] A i [2025-09-12 13:33: : WARNING/ForkPoolkiorker-1] {"values msnv'}}
[2025-09-12 : WARNING/MainProcess] {'values': {'$re’': 'syntheticMedia'}} 2 S [2025-69-12 13:33: : WARNING/ForkPoolWorker-1] ,
[2025-09-12 2 WARNING/MainProcess] , .
3 > [2025-09-12 13:33: : WARNING/ForkPoolWorker-1] {'values’: {‘$re': 'mmp4'}}
[2025-09-12 13:23: WARNING/MainProcess] {'values': {'$re’: ‘algorithmicMedia'}} [2025-69-12 13:33: : WARNING/ForkPoolworker-1] , ¥
[2025-09-12 13:23: WARNING/MainProcess] ,
DN
- . S Ty [2025-09-12 13:33: : WARNING/ForkPoolWorker-1] {'values': {'$re': 'qt'}} KR _Veo2_1 &)
{giizﬁ :23: : WARNING/MainProcess] {'values': {'$re’: ‘trainedAlgorithmicMedia’}} [2025-09-12 1333+ : WARNING/ForkPooltorker-1] ]
[2@25:99:12 (=] . c - [2025-09-12 13:33: : WARNING/ForkPoolWorker-1]
[2025-09-12 13:23: : WARNING/MainProcess] } [2025-09-12 13:33: : WARNING/ForkPoolWorker-1] E
[2625-69-12 WARNING/MainProcess] [Static Pattern Match] Detected AI-generated content. [2025-09-12 13:33: : WARNING/ForkPoolWorker-1] [Static Pattern Match] Detected AI-generated content.
[202! -12 [INFO] [/workspaces/imagescanner/service/scan/task 8] [[SCAN] done ‘e-e8f8-460-84dc-522717c64d40 / score: 100.6] [2025-09-12 13:33: : WARNING/ForkPoolWorker-1] [2025-09-12 13:33:34,104] [videoscanner:1383] [INFO - [SCAN] done_id: 64714e9a-b9c1-4148-bbbb-1a833825838e / score: 100.0]

¥
¥
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Video Scan (Callback)
Video File
= e
B30 kA
4 oe=c
By

« SSD 178 (D)
- MEEE®

s NO_NAME (F)

Face: Extract & Search (S7) . BACKUPVM k\mg_zozscgog_urgaog?‘_;o_wdeo
” .0 (1.m

Face Image

e OJE(N): | kling_20250909_Ima;

X

el

Video Scan (Callback)
Video File

kling_20250909_Image_to_Video.

TID: c6fbfazsb6scab76bessbfdoacbae173

“elapsed_time™: "@.9309361496013544",
“score": "100.8000",

2400_0 (1).mp4

"sha256"

"8B45C 96492918F £79
"status_code": "200",
"tid": "cefbfa2sbescab7ebessbfdoacbac173"™

21c28670834F63"

SEY R (ogmwmyim v

3

Image File

Image Scan (Callback) M- qEh

24

= A

dfilter

()

Kling_Encrypti
si7toE we

@ OneDrive

=

3 30 %A
§ oesc
B
B eM

I S St

Image Scan (Callback)

Image File

005244448_001_20250902144216090 jpg

TID: c1a20eb37c154f849a47dd0342783aa8
X oj e

"elapsed_time™: "1.3032221758036115",
.2428",

"score”

“sha256™:

- BACKUP_WM (G

or

ki

0005244448 001_20250902144216090,jpg

v

It O|E(N): 0005244448 001_202509021 v | | OIOIX| T (~tiff+ jfif;*.bmp;* v

"fécacec@@ecbo0f@c2c8b5d949ded56c532aa88a068Tb850T51a58231a05d265"

"status_code™: 200",
"tid": "c1aBBeb37c154F849a47dd8342783a58"
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Image File

[ met %4 | fake_0013 jog

Scan Image

TID: dofffc8701604325bf30bc1980a251e4

"elapsed_time": "0.31879525631666183",
B "rendered image (hidden)”,

"sha256":
"be5498a20586e51539d3615866851007a9dd60@6bbcc9cc61278cecbclce@9doe™

>
"status_code": "200",
"tid": “d9fffc8701604325bf30bc1980a251e4™

EEME
ojof x|

Image File

‘ T Med |test02.png

TID: faa7414597a9476tb3b61f4fce618877

"elapsed time": "0.5947003327310085",
rendered image (hidden)”,
"score™: "1.5045",
"sha256":

"4b105b240ef@db359e5c84c763f2fa@f6a46784f1f1a6cd1d7d11195F57d167"

s
"status_code": "200",
"tid": "faa7414597a9476fb3b61f4fce618877"

84
ojO| x|

Video File

I =8 | () IU likes to pick up guys near pools - solo face swap.mp4

"score”: “"87.6775".,
"sha256™:
"9872fb722b0210acke939178Tb5161143@e2ee@1fbadata7282ble42f1e87ela"

2

"status_code": "2@8@",
"tid": "1b21614f6ebe4561b218cad55a3faeds™
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HAE A|HZE .
3 Telegram Crawl (Callback) "download_url”: "https://search.askfake.com/api/v1/faces/media/76cedofl ) 2013 R ‘
Telegram Invite URL “face_confidence": 0.89,
"is_nsfu": false,

https /it me/+PEd-dhGblzowNjA1 "phash"

" 8.7012,
"sha256": "76cedofblcd1300f8542C767c@4520637cacdaac359c2ba22bada3f35be
"similarity”: ©.9911426,

“site_domain": “telegram.org",

b
&=
o
i
O
Iy
o

https://t.me/+PEd-dhGblzowNjAL"

“classification": "telegram”,
"created_at": 1757683762165,
“download_url": "https://search.askfake.com/api/v1/faces/media/35e98ac!
0.86,

“face_confidence":
"is_nsfu": false,

“phash”

>
"score”: 10.7212,
"sha256": "35e98ac82a6ab16867a3c3514e837191bbf77e0920ffdSeffc241c3f513!
Telegram Crawl (Callback) similacieyn: @ ssecnss

"site_domai
Telegram Invite URL teiie
| site_urt
2

“telegram.org”,

"https://t.me/+PEd-dhGblzowNjA1" I
https:/it. me/+PEd-dhGblzowNjA1

1
“sha256": "29bc8d29a5fcf4b6187d449ad936bb34bc78475ef9ca7b9af4ae4361e89b511l
"tid": "d8ec@S5laca@a442b81ffad2efeana789"”,

"updated_at™: 1757651444855

TID: bac75cfadd1048c08579048b68aa5e3c

=0 BRE7HBN T2t B2 7t g2t

"channel id": "2684292953",
"status_code™: "200",

"tid": "b4c75cfadd1848c88579048b68aase3c” ce: Extract Only Fa
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STRATEGIC FRAMEWORK

Historical Data: 2021-2022

MARKET OUTLOOK

CAGR (2023 - 2031)
41.7%

Markel Size 2023
USS 213.24 Million

Market Size 2023 - 2031
US$ 3,463.82 Million
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CONFIDENTIALITY NOTICE: The contents of this message are intended solely for the addressee(s) and may contain confidential and/or privileged information and
may be legally protected from disclosure. If you are not the intended recipient of this message or its agent, or if this message has been addressed to you in error,

please immediately alert the sender and delete this message. If you are not the intended recipient, you are hereby notified that any use, dissemination, copying, or
storage of this message is strictly prohibited.

Copyrights 2025 Nurilab Co., Ltd. All rights reserved.
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